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(1)  For each information type, provide a short description of your methodology.
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3.1
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3.2
Review of Security Controls

3.3
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3.4
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(1)  Initiation Phase

(2)  Acquisition/development Phase

	Questions
	Yes
	No
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	(iii)  Is user access restricted to the minimum necessary to perform the job?
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(i)  Provide a short description for each answer given.
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(i)  Provide a short description for each answer given.

(2)  As a minimum, a contingency plan will be in place and will include the following:

(i)  List the primary recovery team members:
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4.5
Application Software Maintenance Controls

a.  Describe the following software maintenance controls for each software application:

	Questions
	Yes
	No

	(1)  Was the application software developed in-house or under contract?
	
	

	(2)  Does the government own the software?  
	
	

	(3)  Was the software received from another agency?
	
	

	(4)  Is the application software a copyrighted commercial off-the-shelf product or shareware?  
	
	

	(5)  Has the software been properly licensed and enough copies purchased for all systems?
	
	

	(6)  Is there a formal change control process in place and if so, does it require that all changes to the application software be tested and approved before being put into production?
	
	

	(7)  Is test data live data or made-up data used in the testing of the application?
	
	

	(8)  Are all changes to the application software documented?
	
	

	(9)  Are software test results documented?
	
	

	(10)  Are there organizational policies against illegal use of copyrighted software or shareware?
	
	

	(11)  Are periodic audits conducted of users’ computers to ensure only legal licensed copies of software are installed?
	
	

	(12)  Are software warranties managed to minimize the cost of upgrades and cost reimbursement or replacement for deficiencies?
	
	


(i)  Provide a short description for each answer given.
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4.6
Hardware and System Software Maintenance Controls 

4.7
Data Integrity/Validation Controls

.

4.8
Documentation

4.9
Security Awareness and Training

a.  Is training provided for the following:

	Training Provided
	Yes
	No

	Rules of the system
	
	

	Responsibilities described in the NPR 2810.1
	
	

	How to detect and respond to suspected and real IT security incidents
	
	

	How to get help in using the information system or its security features
	
	

	NASA and Center IT security policies, procedures, and guidelines
	
	


(i)  Provide a short description for each answer given.

4.10
IT Security Incident Response 

5.0
Technical Controls

5.1
Identification and Authentication

5.2
Logical Access Controls

5.3
Public Access Controls

5.4
Audit Trails

5.5
System and Communication Protection
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